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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title:   Work Item on Security Assurance Specification for Service Communication Proxy (SECOP)
Acronym: SCAS_5G_SECOP 
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: Rel-17 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	790015
	Work Item on Security Assurance Specification for 5G
	SCAS for 5G R16


3
Justification

Significant progress has been made to security assurance specifications for 5G network products, including the gNB, AMF, SMF, UDM, AUSF, NRF, NEF, SEPP, and UPF. Meanwhile, a new network element has been introduced by SA2 to 5G architecture in Release 16 for providing the functionalities such as indirect communication between NFs or NF services, delegated discovery and/or selection of NF instances or NF service instances, communication security, load balancing, monitoring, overload control, etc. In particular for communication security, SA3 is currently carrying out the requirements defining in TS 33.501 for authorization of the NF Service Consumer accessing the NF Service Producer's API, as well as the ongoing study on the solutions for different communication models (Model C and Model D) in TR 33.855.  

Therefore, SA3 should expand the SCAS work to identify and define SECOP specific security functional requirements and basic vulnerability requirements that need to be tested for security assurance of this network product class. A separate specification for SCAS SECOP is required to complete the entire portfolio of 3GPP 5G network product classes.
In addition, during the course of specifying the security assurance test cases for the SECOP network product, security analysis may bring additional benefits in identifying and/or aiding in the development of security enhancements during the deployment of various communication models for NF/NF service interaction. 
4
Objective

The objective is to develop the Security Assurance Specification (SCAS) for the Service Communication Proxy (SECOP) network product class, with the aims to:

-
identify critical assets and threats of the SECOP network product class not already identified in TR 33.926

-
develop and/or adapt SECOP specific security functional requirements and related test cases
-
develop and/or adapt SECOP specific basic vulnerability testing requirements and related test cases  

This new work item assumes that the network element is not based on virtualization architecture.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	33.xxx
	Security Assurance Specification for Service Communication Proxy (SECOP)
	SA#90 (Dec., 2020)
	SA#91 (Mar., 2021)
	Wei Lu, Nokia, wei.lu@nokia-sbell.com


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TR 33.926
	For capturing the critical assets and threats specific to SECOP network product class
	SA#91 (Mar., 2021)
	For SECOP
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Work item Rapporteur(s)
Wei Lu, Nokia, wei.lu@nokia-sbell.com
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Work item leadership

SA3
8
Aspects that involve other WGs
NONE
9
Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	Deutsch Telecom

	T-Mobile USA

	China Mobile

	China Unicom

	NTT DoCoMo

	Huawei

	Hisilicon

	Ericsson


